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Abstract. Digital health records can provide advantages to healthcare practice, policy, and research. Several
countries have established population-based digitalised data collection, integrated through data linkage tech-
niques. In Lombardy (Italy), a regional population-based registry was established in the 2000s. It collects data
from the social and health sector, anonymised immediately after their acquisition and restructured in a single
repository. Data can be used for public health interest, planning, monitoring, services evaluation, and research.
Indeed, data can also be provided to universities and other scientific institutes. The availability of such data
enables to explore the epidemiology of infectious, chronic, and rare diseases. Thus, epidemiological research
can support policymakers to tackle public health threats. However, analysis of electronic health records comes
along with several challenges, including data inaccuracy, incompleteness, and biases. Researchers should take
into consideration limits and barriers related to quality of data. Moreover, health data use must adhere to the
national and European privacy legislation, at times limiting the potential of data integration. Therefore, even
if big data drives innovation and scientific knowledge, ethical issues regarding privacy should be considered in
public debate. (www.actabiomedica.it)
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Health systems’ digitalisation has great potential
to improve healthcare and positively impact on pa-
tients’ outcomes (1). Analysis of digitalised health data
can provide substantial benefits to healthcare practice,
monitoring and evaluation, policy, and research (2).
With reference to the latter, linked data can be used to
supplement follow-up in conventional cohort studies
or trials, or to generate real world evidence by creating
population-level electronic cohorts that are entirely
derived from administrative data (3). Thus, record
linkage, a set of techniques and a powerful tool for
collecting data from different database, facilitates the
conduction of epidemiological studies without specific

expensive investments (4). Several countries have
established population-based digitalised data collec-
tion and linkage as new resources for health services

research (5-10).

The regional data warehouse in Lombardy

In Lombardy, the most populated Italian region
with 10 million inhabitants, a population-based reg-
istry, known as Regional Data Warehouse (DWH),
was established in the 2000s. The DWH is a sup-

portive tool for the Regional Health Service and for
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its institutional functions of protecting the health of
citizens; indeed, it allows to carry out monitoring and
evaluation activities about effectiveness of the health
treatments provided, assessment of the appropriate-
ness and quality of assistance, assessment of satisfac-
tion of the user, assessment of risk factors for health.
The DWH collects data from 188 different informa-
tion flows of the social and health sector. Some of
these flows have been active since 1981. At the back-
end side of the data warehouse, once data is received
from the healthcare organizations in Lombardy, the
Region assigns each individual a unique code -
through a pseudonymisation technique — for the pur-
pose of verifying the non-duplication of information
and any interconnection with other health database.
However, that does not allow direct identification of
individuals during the data processing. In particular,
health records are anonymised immediately after their
acquisition by the Region. Then, data are extracted,
pre-processed, integrated and restructured in a single
repository. At the front-end -the user interface -, only
anonymised data can be requested to protect the pri-
vacy of individuals.

As front-end terminal, the DWH offers high-
performance access to the database resulting from the
integration of those non-homogenous sources (11).
Data can be used for public health interest, planning,
monitoring, services evaluation, and operational re-
search. For this purpose, after an additional process
of anonymisation, Lombardy provides data for uni-
versities and other scientific institutes which elaborate
studies and projects approved by the regional admin-
istration. The interested institution, which wants to
partner with the Lombardy Region free of charge,
must present a formal request of accreditation to the
Welfare General Director of the Lombardy Region.
After acceptance, a project proposal will be examined
by a Commission. Once the accreditation and the pro-
ject proposal are accepted, the institution and Lom-
bardy Region sign an agreement that states the aims of
partnership, the duties of each sides involved, and the
duration of the partnership based on the needs of the
project. Then, the Lombardy Region sets up the virtual
environment to access the DWH. Lombardy provides
an explanation of the step-by-step process on its offi-
cial website, including all the templates to fill out (12).

Health data integration: a powerful tool

The DWH shares a single framework for heterog-
enous sources and includes datasets from the following
areas: hospital care, infectious diseases surveillance,
immunization registry, primary care services, mental
health services, drug abuse services, pharma prescrip-
tions, emergency system, residential and semi-residen-
tial services. The DWH uses a szar schema, containing
a set of large central repositories. These repositories
contain the main core of data, without any redundancy,
and a set of complementary repositories, one for each
information dimension (11). Thus, health data integra-
tion enables a collaborative use of information across
different systems and actors (13). As a result, DWH
can be used to elaborate epidemiological measures and
trends of chronic and infectious diseases, as well as to
report about preventive interventions, diagnosis, and
therapies. Data integration and linkage enables also to
develop algorithm and to find a tracking variable which
can identify cohorts of patients with similar conditions
or diagnosis. This approach allows to develop longi-
tudinal studies on real world data which help us to
analyse large sample sizes or whole populations and
consider risk factors and outcomes (3). The availabil-
ity of such data enables not only to explore the epi-
demiology of infectious diseases and acute conditions,
but also of multifactorial and slow onset chronic (14)
and rare diseases. Epidemiological research conducted
with DWH can inform health services planning, im-
plementation and monitoring and might support poli-

cymakers tackling key public health challenges (15).

Data quality issues

Many relevant studies have been conducted, us-
ing data from the Lombardy DHW (16-20). Indeed,
secondary reuse of electronic health data for research
is increasing in importance and popularity (21). Elec-
tronic health data become more available and analytic
methods become more powerful. However, analysis
of electronic health records (EHR) still comes along
with several social and technical challenges, including
data inaccuracy, incompleteness, and biases implicit
in the healthcare recording process (22,23), and data
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quality analysis on DWH data has not been under-
taken. In fact, data might be inaccurate, resulting in
a loss of predictive power; the extent and bias of the
noise could require different methods for data analy-
sis (21). Researchers should take into considerations
limits and barriers of these data and control potential
errors and biases, also using validated algorithm from
the national and international literature or from good
practices (24).

Privacy issues

According to the national and regional laws, per-
sonal data processing must take place in compliance
with the rights and fundamental liberties of the in-
dividuals. Thus, the reuse of data is accomplished for
public interest purposes after the process of data an-
onymisation (25). However, health data integration
must adhere to further national and European laws
and must pursue the following statements: 1) the prin-
ciple of knowability, whereby everyone has the right
to know the existence of automated decision-making
processes of own concern and to receive significant
information on the logic used; 2) the principle of non-
exclusivity of the algorithmic decision: the person who is
the recipient of the legal effects of an automated deci-
sion has the right that the same is not based solely on
an automated process; 3) The principle of algorithmic
non-discrimination, according to which the data con-
troller should use appropriate mathematical or statisti-
cal procedures for profiling, implementing appropriate
technical and organizational measures to ensure that
risk of errors is minimized and to guarantee the secu-
rity of personal data and which prevents discrimina-
tory effects (26,27). Hence, it emerges a privacy issue
when personal data are used to stratify populations and
to profile individuals through algorithms (26). Thus,
privacy legislation has arisen barriers in the DHW
use, even for public interest purposes. On one hand it
is imperative to avoid any generalisation about those
limitations and correctly analyse every specific situa-
tion of personal data processing. On the other hand,
any project aimed at developing predictive approach
seems to be precluded by the current laws, limiting
the scientific efforts towards proactive medicine. These

activities constitute a delicate ethical issue that re-
quires a specific regulatory framework adopted by the
national legislator. Before the processing of personal
data, Lombardy Region carries out a privacy impact
assessment. Indeed, it may present a high risk to the
rights and freedoms of individuals. In this regard, the
national authority pointed out that this requirement
was not waived by the emergency regulations adopted
with reference to the pandemic context (28).

What’s next for the future?

Amount of data from different sources is likely to
increase over the coming years, together with demand
for access to high-quality linked data. All governmen-
tal organizations, universities, research institutes and
other stakeholders must collaborate to use the power-
ful potentialities of data integration. The digital envi-
ronment of the future needs to meet the expectations
of data owners and data users, providing an easy-to-use
and safe tool. By increasing the number of data users,
new technical advances will permit to share techniques
and validated algorithm. Thus, findings from these data
will be of higher quality and more comparable between
different research. Also, the legal framework should be
updated. The Italian Privacy Guarantor suggested the
national legislator to pay attention to the following
concerns and considerations: i) ensuring specific infor-
mation for interested individuals and the right to ob-
tain human intervention, ii) to express one’s opinion,
iii) to obtain an explanation of the decision reached
after assessment and to contest the decision (26).
Meanwhile, big data is leading to innovation and im-
proving the scientific knowledge for public interest
purpose. However, these data could play an ever-grow-
ing importance for future regional strategies and plans,
especially for diseases and conditions with uncertain
epidemiology (14). These data also need to be analysed
by ever-powerful tools. For instance, the Artificial In-
telligence techniques can make decisions and predic-
tions much earlier and more accurately than humans
would, especially with huge amount of unstructured
data (29), but the current legal framework does not
permit its implementation. Privacy and ethical is-
sues should be more relevant in the public debate, to
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understand how to use them and to enhance our data
resources with respect for the individual rights.
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